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1
ARCHITECTURE AND INSTRUCTION SET
FOR IMPLEMENTING ADVANCED
ENCRYPTION STANDARD (AES)

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of prior co-pending U.S.
patent application Ser. No. 13/088,088, filed Apr. 15, 2011,
which is a continuation of prior U.S. patent application Ser.
No. 11/648,434, filed Dec. 28, 2006.

FIELD

This disclosure relates to cryptographic algorithms and in
particular to the advanced encryption standard (AES) algo-
rithm.

BACKGROUND

Cryptology is a tool that relies on an algorithm and a key to
protect information. The algorithm is a complex mathemati-
cal algorithm and the key is a string of bits. There are two
basic types of cryptology systems: secret key systems and
public key systems. A secret key system also referred to as a
symmetric system has a single key (“secret key”) that is
shared by two or more parties. The single key is used to both
encrypt and decrypt information.

The Advanced Encryption Standard (AES), published by
the National Institute of Standards and Technology (NIST) as
Federal Information Processing Standard (FIPS) 197 is a
secret key system. AES is a symmetric block cipher that can
encrypt and decrypt information.

Encryption (cipher) performs a series of transformations
using the secret key (cipher key) to transforms intelligible
data referred to as “plaintext” into an unintelligible form
referred to as “cipher text”. The transformations in the cipher
include (1) Adding a round key (value derived from the cipher
key) to the state (a two dimensional array of bytes) using a
Exclusive OR (XOR) operation; (2) Processing the state
using a non-linear byte substitution table (S-Box) (3) Cycli-
cally shifting the last three rows of the state by different
offsets; and (4) Taking all of the columns of the state and
mixing their data (independently of one another) to produce
new columns.

Decryption (inverse cipher) performs a series of transfor-
mations using the cipher key to transform the “cipher text”
blocks into “plaintext” blocks of the same size. The transfor-
mations in the inverse cipher are the inverse of the transfor-
mations in the cipher.

The Rijindael algorithm is specified in the AES standard to
process data blocks of 128 bits, using cipher keys with lengths
of 128, 192 and 256 bits. The different key lengths are typi-
cally referred to as AES-128, AES-192 and AES-256.

The AES algorithm transforms the plaintext into cipher text
or cipher text into plaintext in 10, 12, or 14 consecutive
rounds, with the number of rounds dependent on the length of
the key.

BRIEF DESCRIPTION OF THE DRAWINGS

Features of embodiments of the claimed subject matter will
become apparent as the following detailed description pro-
ceeds, and upon reference to the drawings, in which like
numerals depict like parts, and in which:

FIG. 1 is a block diagram of a system that includes an
embodiment of an instruction set extension for performing
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2

AES encryption and decryption in a general purpose proces-
sor according to the principles of the present invention;

FIG. 2 is a block diagram of an embodiment of the proces-
sor shown in FIG. 1;

FIG. 3 is a block diagram illustrating an embodiment of an
execution unit 210 shown in FIG. 2 for performing AES
encryption and decryption according to the principles of the
present invention; and

FIGS. 4A-4B is a flow graph illustrating the flow of an AES
instruction through the execution unit shown in FIG. 3.

Although the following Detailed Description will proceed
with reference being made to illustrative embodiments of the
claimed subject matter, many alternatives, modifications, and
variations thereof will be apparent to those skilled in the art.
Accordingly, it is intended that the claimed subject matter be
viewed broadly, and be defined only as set forth in the accom-
panying claims.

DETAILED DESCRIPTION

The Advanced Encryption Standard (AES) algorithm is a
compute intensive algorithm that is typically performed in
software or in a special purpose processor. Thus, encryption is
typically only used for encrypting a subset of the information
stored in computers, for example, information that may be
classified as “top secret”. However, there is a need to encrypt
more of the information that is stored on computers. For
example, if all information stored on a mobile computer was
encrypted, this information would be protected in the event
that the mobile computer was stolen.

An embodiment of the invention provides an instruction set
extension for performing AES encryption and decryption in a
general purpose processor.

FIG. 1 is a block diagram of a system 100 that includes an
embodiment of an instruction set extension for performing
AES encryption and decryption in a general purpose proces-
sor according to the principles of the present invention. The
system 100 includes a processor 101, a Memory Controller
Hub (MCH) 102 and an Input/Output (1/0) Controller Hub
(ICH) 104. The MCH 102 includes a memory controller 106
that controls communication between the processor 101 and
memory 108. The processor 101 and MCH 102 communicate
over a system bus 116.

The processor 101 may be any one of a plurality of proces-
sors such as a single core Intel® Pentium IV® processor, a
single core Intel Celeron processor, an Intel® XScale proces-
sor or a multi-core processor such as Intel® Pentium D,
Intel® Xeon® processor, or Intel® Core® Duo processor or
any other type of processor.

The memory 108 may be Dynamic Random Access
Memory (DRAM), Static Random Access Memory (SRAM),
Synchronized Dynamic Random Access Memory (SDRAM),
Double Data Rate 2 (DDR2) RAM or Rambus Dynamic
Random Access Memory (RDRAM) or any other type of
memory.

The ICH 104 may be coupled to the MCH 102 using a high
speed chip-to-chip interconnect 114 such as Direct Media
Interface (DMI). DMI supports 2 Gigabit/second concurrent
transfer rates via two unidirectional lanes.

The ICH 104 may include a storage 1/O controller 110 for
controlling communication with at least one storage device
112 coupled to the ICH 104. The storage device may be, for
example, a disk drive, Digital Video Disk (DVD) drive, Com-
pact Disk (CD) drive, Redundant Array of Independent Disks
(RAID), tape drive or other storage device. The ICH 104 may
communicate with the storage device 112 over a storage
protocol interconnect 118 using a serial storage protocol such
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as, Serial Attached Small Computer System Interface (SAS)
or Serial Advanced Technology Attachment (SATA).

The processor 101 includes an AES function 103 to per-
form aes encryption and decryption operations. The AES
function 103 may be used to encrypt or decrypt information
stored in memory 108 and/or stored in the storage device 112.

FIG. 2 is a block diagram of an embodiment of the proces-
sor 101 shown in FIG. 1. Processor 101 includes a fetch and
decode unit 202 for decoding processor instructions received
from Level 1 (L1) instruction cache 202. Data to be used for
executing the instruction may be stored in register file 208. In
one embodiment, the register file 208 includes a plurality of
128-bit registers, which are used by an aes instruction to store
data for use by the aes instruction.

In one embodiment, the register file is a group of 128-bit
registers similar to the 128-bit MMX registers provided in
Intel Pentium MMX Processors that have a Streaming (Single
Instruction Multiple Data (SIMD)) Extension (SSE) Instruc-
tion set. In a SIMD processor, data is processed in 128-bit
blocks which may be loaded at one time. Instructions may be
applied to a 128-bit block (16 bytes) in one operation.

The fetch and decode unit 202 fetches macroinstructions
from L1 instruction cache 202, decodes the macroinstruc-
tions and breaks them into simple operations called micro
operations (pops). The execution unit 210 schedules and
executes the micro operations. In the embodiment shown, the
aes function 103 in the execution unit 210 includes micro
operations for the aes instruction. The retirement unit 212
writes the results of the executed instructions to registers or
memory.

FIG. 3 is a block diagram illustrating an embodiment of an
execution unit 210 shown in FIG. 2 for performing AES
encryption and decryption according to the principles of the
present invention.

After an aes instruction has been decoded by the fetch and
decode unit 206, the execution of the aes instruction by the
execution unit 210 involves performing the micro operations
associated with the aes instruction.

An AES instruction (macro instruction) to perform AES
encryption or decryption in the AES logic may be defined
symbolically as:

REG([dest] = aes(REG([src],
key-size={128, 192, 256},
#rounds={1,10,12,14},
op={encrypt/decrypt},
special__last_round={true/false} )

The register file 304 has a plurality of 128-bit registers
which may be used by the AES instruction. One of the 128-bit
registers stores a source operand for the first aes round and
another one of the 128-bit registers stores the result of the aes
instruction. The source operation is transformed in a number
of'rounds (1, 10, 12 or 14) to provide a result which is stored
in another register in the register file 304. The source operand
may be 128-bit of plaintext to be encrypted using the key or
128-bits of cipher text to be decrypted using the key.

Information to be encrypted or decrypted by the aes
instruction is loaded into a source register 306 in the register
file 304 prior to issuing the aes instruction. The key to be used
to encrypt/decrypt the information in the source register 306
is stored in one or more registers in the register file. In the case
of'a 128-bitkey, the entire 128-bits of the key are stored in one
of the 128-bit registers in the register file 304, for example,
register 308. For key sizes greater than 128 bits, the most
significant bits (greater than 128 bits) are stored in another
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128-bit register, for example, register 310. The key size
parameter for the aes instruction indicates whether the key is
stored in one register or more than one register.

In one embodiment, register[0] 308 in the register file 308
is used to store the least significant 128-bits of the key and
register[1] 310 is used to store the most significant bits of a
key size that is greater than 128-bits. The one or more regis-
ters in the register file 304 that store the key are not modified
during the execution of the aes instruction.

The key stored the register file is loaded into one or more of
the temporary key registers. In an embodiment in which each
temporary key register has 128-bits, 128-bits of the key are
stored in a first temporary key register 324 and the upper bits
of'the key greater than 128-bits are stored in a second 128-bit
temporary key register 326. Thus, a 256-bit key may be stored
between the two temporary registers with the least significant
128-bits stored in one of the temporary key registers, for
example, Temp Key 0 324 and the most significant 128-bits
stored in the other 128-bit temporary key register, for
example, temp key 1 326.

AES has a fixed block size 0ot 128 bits and a key size of 128,
192 or 256 bits and operates on a 4x4 array of bytes (that is,
16 bytes (128-bit fixed block size)), which is referred to as the
‘state’. The AES algorithm transforms a 128-bit plaintext
block into a 128-bit block of cipher text (encrypts) or a 128-
bit block of cipher text into a 128-bit block of plaintext
(decrypts) in 10, 12, or 14 consecutive rounds, with the num-
ber of rounds dependent on the key size (128, 192 or 256-
bits).

The execution unit 210 retrieves the source operand and the
key which are stored in the register file 304 prior to perform-
ing encryption or decryption using the micro operations for
the aes instruction. In the embodiment shown, the source
operand (128-bit block state) is stored in register 306 and the
key is stored in register(s) 308, 310 in the register file 304.
After the execution of the aes instruction is complete, the
result is stored in register 312 in the register file 304.

The execution unit 210 includes two 128-bit temporary key
registers 324, 326 to temporarily store the key. The key is
loaded into one or both temporary key registers 324, 326 from
one or both registers 308, 310 in the register file 304 depen-
dent on the length of the key.

In order to reduce the memory required for storing the
expanded key associated with the key, the execution unit 210
includes an on-the-fly key scheduler 300 that generates the
portion of the expanded key (round key) that is used in the
current round. The on-the-fly key scheduler 300 expands the
n-bytes of akey into b-bytes of an expanded key with the first
n-bytes of the expanded key being the original key. For
example, for a 128-bit key, the 128-bit key is expanded into a
176-bytesexpanded key, that is, 11x16-bytes, with the first
16-bytes being the original 128-bit key, and thus the number
of rounds is 10. The 24 bytes of a 192-bit key are expanded
into 208 bytes (13x16 bytes) to provide 12 “round keys” one
for each of the 12 rounds and the 32 bytes ofa 256-bit key are
expanded into 240 bytes (15x16 bytes) to provide 14 “round
keys” one for each of the 14 rounds. Instead of pre-generating
the expanded key and storing it in a table, the on-the-fly key
scheduler 300 generates the “round key” on-the-fly, that is, as
it is needed for the next aes round.

Upon decoding an aes instruction, a number of parameters
to be used to control the flow in each aes round are stored in
a control register 232. The parameters include the size of the
key, number of rounds, the type of operation and whether
there is a special last round. The size of the key may be
128-bits, 192-bits or 256-bits. The number of rounds to be
performed (n) may be 1, 10, 12 or 14. AES micro operations
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perform n rounds of AES accordingly based on the value of n.
With a number of rounds value of 10, 12, 14, the aes micro
operations may perform the current standard aes for key sizes
128-bits, 192-bits or 256-bits. The operation to be performed
may be to encrypt or to decrypt. The special last round may be
true or false. By allowing the type of round to be program-
mable an AES-like cipher with 20 rounds (with an AES-style
last round), or only a “one round” pass may be performed
using the same aes instruction and aes micro operations.

An aes round includes micro operations for the following
stages: block state 314, s-box/inverse s-box 316, shift rows
316 and mix inverse, mix columns or null 320. The aes round
performs the following:

In block state 314, the 128-bit input (state) to the aes round
is added with a round key (128-bit portion of the expanded
key associated with the round) using bitwise XOR to produce
a 128-bit intermediate value (state).

In the S-box/inverse S-box 316, each byte of this 128-bit
intermediate value is substituted with another byte value that
can be stored and retrieved from a lookup table also referred
to as a substitution box or “S-Box”. The S-box takes some
number of input bits, m, and transforms them into some
number of output bits, n and is typically implemented as a
lookup table. A fixed lookup table is typically used. This
operation provides non-linearity through the use of the
inverse function over Galois Field (GF)(2®). For example, the
n-bit output may be found by selecting a row in the lookup
table using the outer two bits of the m-bit input, and selecting
the column using the inner bits of the m-bit input.

In Shift Rows 318, the results from S-box/inverse S-box
316 passes through a bit-linear transform in which bytes in
each row of the 4x4 array (state) received from the Sub Bytes
stage are shifted cyclically to the left. The number of places
each byte is shifted differs for each row in the 4x4 array.

In Mix Columns 320, the results from Shift Rows 320
passes through a bit-linear transform in which each column of
the 4x4 array (state) is treated as a polynomial over a binary
Galois Field (GF)(2®) and is then multiplied modulo x*+1
with a fixed polynomial ¢(x)=3x>+x>+x+2.

A last aes round differs from the other aes rounds in that it
omits the fourth stage, that is, Mix Columns.

An exclusive OR (XOR) logic 324 after the Mix Columns
stage 320 performs an exclusive OR function on the round
key from the expanded key and the result of the aes round.

The following aes macro instruction may be issued to
perform aes encryption using a 128-bit key based on aes FIPS
Publication 197:

REGTi] = aes(REG([]],
key-size = 128,
#rounds = 10,
op = encrypt,
special__last__round = true)

The 128-bit Key is stored in register 0 308 in the register file
304 prior to the issue of the aes instruction. The parameters,
that is, 128, 10, encrypt, true are stored in the control register
322 for use by each aes round. The aes instruction performs
10 aes rounds. With special_last_round set to ‘true’, the mix
column transform stage 320 of the aes round is skipped on the
last round, that is, round 10.

For example, the following aes instruction may be issued to
perform aes decryption using a 192-bit key based on aes FIPS
Publication 197:
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REGTi] = aes(REG([]],
key-size = 192,
#rounds = 12,
op = decrypt,
special__last_ round = true)

The 128 Least Significant Bits (LSBs) of the Key are stored
in register 0 308 in the register file 304 and the 64 Most
Significant Bits (MSBs) of the 192-bit Key are stored in
register 1 310 of the register file 304 prior issuing the aes
instruction. The special_last_round is set to ‘true’ to indicate
that the inverse mix column transform stage 320 of the aes
round is to be skipped on the last round, that is, round 12. This
assumes that the inverse code to perform decryption takes the
same form as encryption.

As the number of rounds parameter may be configured as
‘1, this allows a separate aes instruction to be issued for each
aes round. Thus, instead ofjust performing a standard number
of aes rounds based on key size, a non-standard number of
rounds may be performed.

Instead of issuing one aes instruction to perform the stan-
dard number of rounds for a particular key size, a separate aes
instruction may be issued for each round, as shown below in
Table 1.

TABLE 1

REGIj] = REG[j] K
For (i =1 thru 9){
Load REG[0] = K[i];
REG[j] = aes(REGIj],
key-size =128,
#rounds=1,
op=encrypt,
special__last_round=false)

}

Load REG[0] = K[10];

REG[j] = aes(REG([]],
key-size=128,
#rounds=1,
op=encrypt,
special__last__round=true)

This example performs a 128-bit AES encrypt with a key
whose expanded key is represented as {K[1], K[2], . . . K[10]
}. The number of rounds is selected to be “1°. The round key
(portion of the expanded key) is loaded into a register in the
register file prior to issuing the aes instruction for each aes
round. This avoids the need for an on-the-fly key scheduler
300 to be included in the general purpose processor 101 to
generate the expanded key from the key. Instead a key sched-
uler to generate the expanded key from the key may be imple-
mented in software and each portion of the expanded key
(round key) may be loaded into the registers prior to each
iteration of the loop that issues the aes instruction for a single
aes round.

When the aes instruction has the parameter for the number
rounds set to “1°, the temporary key registers 324, 326 are
bypassed and the round key is loaded directly into the block
state 314.

In this example, as the portion of the expanded key (round
key) for the round is input directly from the register file 304,
an XOR instruction is issued to perform the XOR operation
prior to entering the loop for performing the aes round by
issuing a separate aes instruction for each aes round.

Through the use of the single round aes instruction, the aes
instruction may be used to generate variants of AES with
different number of rounds and key schedules, that is, variants
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of AES not defined by FIPS Publication 197. Thus, the single
round option provides a flexible aes instruction.

In this embodiment the logic performs one aes round and
may be implemented as a hardware state machine sequence.
In another embodiment, the logic may be partially imple-
mented as a micro-program stored in a Read Only Memory
(ROM).

In this embodiment, 10 general purpose registers are used
to store the expanded key. Although general purpose proces-
sors may include 16 general purpose registers, other embodi-
ments may reduce the number of general purpose registers
used to less than 10. For example, in another embodiment,
load instructions are issued to load a set of round keys of the
expanded key stored in memory into the general purpose
registers. For example, 4 general purpose registers XMM|[4:
0] may be used to store a subset of the expanded key that is
stored in memory. Load instructions are issued to load XMM
[2:3] registers from memory while reading registers XMM][1:
0] and read/write pointers move in lock-step modulo 4. This
provides better usage of the register file while trading off load
and memory operations.

FIGS. 4A-4B is a flow graph illustrating the flow of an aes
instruction through the execution unit shown in FIG. 3.

At block 400, the execution waits for an aes instruction. In
one embodiment in a general purpose processor with a reg-
ister file having a plurality of 128-bit registers, the AES
instruction has the following format:

REG([dest] = aes(REG([src],
key-size={128, 192, 256},
#rounds={1,10,12,14},
op={encrypt/decrypt},
special__last_round={true/false} )

If an AES instruction has been decoded by the fetch and
decode unit 206, processing continues with block 402. If not,
processing remains in block 400 waiting for an aes instruc-
tion.

At block 402, during the instruction decode by the fetch
and decode unit 206, the key size (key-size), the number of
rounds (#rounds), operation (op) and special last round
parameters (special_last_round) are stored in the control reg-
ister 322 for use in performing the operations associated with
the aes instruction. For example, in one embodiment, fields
(key_size, mds, op, use_NULL,_col) in the control register
(C_reg) store the following parameters for the AES instruc-
tion:

C__reg.key_ size = key__size;

C__reg.rnds = rounds;

C__reg.op = op;

C__reg.use_ NULL_ col = special__last_round;

The key size parameter stored in the control register 322 is
used to determine which register(s) 308, 310 in the register
file 304 store the key. In an embodiment, if the key size is
128-bits the key is stored in register 0 308 and if the key size
is greater than 128-bits, the key is stored in register 0 308 and
register 1 310. Dependent on the key size, the key is loaded
from the register(s) 308, 310 in the register file 304 to the
temporary key register(s) 324, 326 in the execution unit 210
for use by the aes instruction. Processing continues with
block 404.

At block 404, if the number of rounds parameter (c_re-
g.rnds) is greater than 1, processing continues with block 406.
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8
If not, processing continues with block 422 to process the last
round (that is, round 10, 12, 14 or 1).

At block 406, the 128-bit input (state) to the round is added
with the temporary key (128-bit key) using bitwise XOR to
produce a 128-bit intermediate value (state). The result of the
XOR operation is stored as the 128-bit block state. As the
initial state used by the first round is stored in the source
register 306 in the register file, the first round performs the
XOR operation using the state loaded from the source register
306. Processing continues with block 408.

At block 408, the on-the-fly scheduler 300 computes a
round key for the round from the stored in the temporary
register(s) 324, 326. Processing continues with block 410.

At block 410, a determination is made as to whether the
operation to be performed by the aes instruction is encrypt or
decrypt based on the state of the encrypt/decrypt parameter
stored in the control registers. If the operation is to encrypt,
processing continues with block 412. If the operation is to
decrypt, processing continues with block 434.

At block 412, a substitution operation is performed on the
128-bit block state that is, the result from block 406 or 418.
Eachbyte ofthe 128-bit block state is substituted with another
byte value that can be stored and retrieved from alookup table
also referred to as a substitution box or “S-Box”. The S-box
takes some number of input bits, m, and transforms them into
some number of output bits, n and is typically implemented as
a lookup table. The result is stored as a 128-bit block state.
Processing continues with block 414.

At block 414, the 128-bit block state (4x4 array) passes
through a bit-linear transform in which bytes in each row of
the 4x4 array are shifted cyclically to the left. The number of
places each byte is shifted differs for each row in the 4x4
array. Processing continues with block 416.

At block 416, the 128-bit block state (4x4 array) passes
through passes through a bit-linear transform in which each
column of the 4x4 array (state) is treated as a polynomial over
GF(2%) and is then multiplied modulo x*+1 with a fixed
polynomial c(x)=3x"+x’+x+2. Processing continues with
block 418.

Atblock 418, the 128-bit block state input to the next round
is added to the 128-bit schedule generated for the next round
using bitwise XOR to produce a 128-bit block state. Process-
ing continues with block 420.

At block 420, if there is another round to be processed
which is not the last round, processing continues with block
408. The number of rounds to be processed is based on the
total number of rounds to be processed stored in the control
register and the number of rounds already completed. If all
rounds except the last round have been completed, processing
continues with block 422 to process the last round.

At block 422, the on-the-fly key scheduler 300 generates
the round key from the key stored in the temporary key for the
last round of an aes instruction for 10, 12 or 14 rounds.
Processing continues with block 424.

At block 424, if the operation stored in the control register
for the aes instruction decoded by the instruction decoder is
encryption, processing continues with block 426. If not, pro-
cessing continues with block 440 to perform decryption.

At block 426, an S-box lookup is performed for the last
round in a similar manner to the S-box lookup discussed in
conjunction with block 412. Processing continues with block
428.

At block 428, a shift rows operation is performed for the
lastround in a similar manner to that discussed in conjunction
with the other rounds in block 414. Processing continues with
block 430.
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Atblock 430, the bock state result from block 428 is added
to the 128-bit key schedule generated for the last round (10,
12 or 14) or one round (if the number of rounds is one) using
bitwise XOR to produce a 128-bit block state. Processing
continues with block 432.

At block 432, the result of the encryption (or decryption)
operation is stored in the destination register in the register
file. Processing for the aes instruction is complete. Table 2
below shows an example of the result of performing AES
encryption using a 128-bit key on a 128-bit block input.

TABLE 2
00112233445566778899aabbeeddeeff (Hexadecimal)

000102030405060708090a0b0c0d0e0f (Hexadecimal)
69¢4e0d86a7b0430d8cdb78070b4c55a (Hexadecimal)

128-bit Input:
128-bit Key:
128-bit Result:

At block 434, the operation to be performed is decryption.
A substitution operation is performed on the 128-bit block
state by performing an inverse s-box lookup as defined by the
AES standard. Processing continues with block 436.

Atblock 436, an inverse shift rows operation is performed
as defined by the AES standard. Processing continues with
block 438.

Atblock 438, an inverse shift rows operation is performed
as defined by the AES standard. Processing continues with
block 418.

At block 440, the operation to be performed is decryption.
A substitution operation is performed on the 128-bit block
state for the last round by performing an inverse s-box lookup
as defined by the AES standard. Processing continues with
block 442.

Atblock 442, an inverse shift rows operation is performed
for the last round as defined by the AES standard. Processing
continues with block 430.

In one embodiment, the blocks in the flowgraph of FIGS.
4A and 4B may be implemented as a hardware state machine
sequence. In another embodiment portions of the blocks may
be implemented as a micro-program that may be stored in
Read Only Memory (ROM). The embodiment in which the
blocks are implemented as a hardware state machine
sequence may provide higher performance.

In another embodiment, support for the standard aes num-
bers of rounds, that is, 10, 12, 14 may only be provided.
However, support for performing one round as discussed in
the embodiment in FIGS. 4A-4B may be provided by a “dor-
mant option”. For example, for any number of rounds
requested other than the standard aes number of rounds, that
is, 10, 12, 14, a no operation (no-op) is performed. Thus, the
interface is ready to support other numbers of rounds, if
required for future encryption/decryption standards. For
example, if new standards for hashing or MAC-ing, attacks on
AES are introduced, support for different numbers of rounds
may be easily added.

In yet another embodiment, microcode may be used to
implement rounds that are less than the aes standard number
of rounds.

It will be apparent to those of ordinary skill in the art that
methods involved in embodiments of the present invention
may be embodied in a computer program product that
includes a computer usable medium. For example, such a
computer usable medium may consist of a read only memory
device, such as a Compact Disk Read Only Memory (CD
ROM) disk or conventional ROM devices, or a computer
diskette, having a computer readable program code stored
thereon.
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While embodiments of the invention have been particu-
larly shown and described with references to embodiments
thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein
without departing from the scope of embodiments of the
invention encompassed by the appended claims.

The invention claimed is:

1. A non-transitory machine-readable medium storing at
least one instruction to be decoded and executed by an execu-
tion unit of a processor, the at least one instruction, when
decoded and executed by the processor, resulting in perfor-
mance of operations comprising:

identifying a first parameter, indicating a value for inde-

pendently selecting from an independently selectable
key size, a programmable number of rounds of a non-
standard Advanced Encryption Standard (AES) algo-
rithm executed by the processor,

permitting, by the at least one instruction, a selected value

of the first parameter to be different from each of the
following values: 10, 12, and 14,
performing of a particular number of non-standard AES
algorithm rounds using the selected value of the first
parameter to produce a non-standard AES algorithm
encryption/decryption result,
the particular number of non-standard AES algorithm
rounds being a non-standard number of AES algo-
rithm rounds as defined by a standard AES algorithm,
the execution unit including at least one register to store
at least one portion of at least one key prior to the
execution unit performing an XOR operation involv-
ing the at least one portion;
the selected value being permitted to be of unity value
configured to:
(1) select a single round to be executed by the proces-
sor independent of the key size, and
(2) resultin a round key to be loaded into a register file
of the processor prior to issuance of each of the
rounds;
wherein the instruction further comprises a second param-
eter of the key size to be used in the programmable
number of non-standard AES algorithm rounds; and

the instruction permits the first parameter and the second
parameter to be selectable independently of each other
such that the instruction implements a number of
rounds/key schedules other than those defined in the
standard AES algorithm.

2. The medium of claim 1, wherein the operations further
comprise:

identifying a second parameter specifying the key size, the

key size to be used in the programmable number of
non-standard AES algorithm rounds;
and
identifying a third parameter indicating whether the pro-
grammable number of non-standard AES algorithm
rounds is to be used to one of encrypt and decrypt; and

also wherein the first parameter and the second parameter
are mutually distinct from each other.

3. The medium of claim 1, wherein:

the processor is a general purpose processor; and

the atleast one instruction is comprised in an instruction set

extension for the general purpose processor, the exten-
sion permitting performance by the general purpose pro-
cessor of non-standard AES algorithm encryption and
decryption.

4. The medium of claim 1, wherein: the second parameter
also is to indicate whether a final one of the programmable
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number of non-standard AES algorithm rounds is to imple-
ment a non-standard AES inverse mix column transform.

5. An apparatus comprising:

a processor comprising an instruction fetch and decode
unit and an execution unit, the execution unit to execute
an instruction, resulting in performance of operations
comprising:

identifying a first parameter, indicating a value for inde-
pendently selecting from an independently selectable
key size, a programmable number of rounds of a non-
standard Advanced Encryption Standard (AES) algo-
rithm executed by the processor,

permitting, by the at least one instruction, a selected value
of the first parameter to be different from each of the
following values: 10, 12, and 14,

performing of a particular number of non-standard AES
algorithm rounds using the selected value of the first
parameter to produce a non-standard AES algorithm
encryption/decryption result,
the particular number of non-standard AES algorithm

rounds being a non-standard number of AES algo-
rithm rounds as defined by a standard AES algorithm,
the execution unit including at least one register to store
at least one portion of at least one key prior to the
execution unit performing an XOR operation involv-
ing the at least one portion;
the selected value being permitted to be of unity value
configured to:
(1) select a single round to be executed by the proces-
sor independent of the key size, and
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(2) resultin a round key to be loaded into a register file
of the processor prior to issuance of each of the
rounds;

wherein the instruction further comprises a second param-
5 eter of the key size to be used in the programmable
number of non-standard AES algorithm rounds; and
the instruction permits the first parameter and the second
parameter to be selectable independently of each other
such that the instruction implements a number of
rounds/key schedules other than those defined in the
standard AES algorithm.
6. The apparatus of claim 5, wherein:
the instruction further comprises:
a second parameter specifying the key size, the key size
to be used in the programmable number of non-stan-
15 dard AES algorithm rounds;
the first parameter and the second parameter are mutu-
ally distinct from each other; and
a third parameter of whether the programmable number
of'non-standard AES algorithm rounds is to be used to
20 one of encrypt and decrypt.
7. The apparatus of claim 5, wherein:
the processor is a general purpose processor; and
the instruction is comprised in an instruction set extension
for the general purpose processor, the extension permit-
25 ting performance by the general purpose processor of
non-standard AES algorithm encryption and decryption.
8. The apparatus of claim 5, wherein: the second parameter
also is to indicate whether a final one of the programmable
number of non-standard AES algorithm rounds is to imple-
30 ment a non-standard AES inverse mix column transform.
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